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Marlene 11, Dortch, Secretary

Federal Communications Commission
Office ol 1w Sceretary

445 12th Street, SW, Suile TW-A325
Washington, DU 20554

Annual 47 C.F.R. § 64.2009{(¢) CPNT Certification
EB Docket 06-36

Annual 64.200%¢) CPNI Centification for 2010
Date of execution: Febroary 15, 2011
Name of Company covered by this cemification: LaGrant Conncections, L1.C
Form 499 Filer 1D: 827660
Name of Officer signing: Deb Egli
Title of Officer signing: Viee-President
I, Deb Egli, VP, certify that | am an officer of the Company named above, and acting as
an agent of the Company, that | have personal knowledge that the Company has cstablished

operating procedures that wre adequate to ensure compliance with the Commission’s CPNI rules,
See 47 CF R, § 64.200] of sey.

Anached 1o this centification as Exhibit | is an accompanving statement cxplaining how
the Company’s procedures ensure that the Company is in compliance with the requirements set
forth in section 642001 ¢f sep of the Commission’s rules.

The Company has not taken any actions (proceedings instituted or petitions filed by a
company a1 cither state commission, the court system, or at the Commission against data brokers)
against datn brokers in the past vear.

The Company has not received any customer complaints in the past year conceming the
unauthorized release of CPNIL
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Exhibit 1

LaGrant Connections, LLC

STATEMENT EXPLAINTNG HOW THE COMPANY'S OPERATING PROCEDURES ENSURE
COMPLIANCE WITH THE FOCS PN RLULES

. Customer Proprictary Metwork Information (CPNIET)

CPRT s defined in Section 22200 of the Conununications Act as (A) information that relutes o the quantily,
techniesl confipuration, tvpe, destnaten, and amount of wse of 8 whecommumentions service subseribed (o by iy
custimer na teleonmminicarions carrier, and that is made availahle to the carmer by the austomer solely hy virtue
of the carrier-customer relationship: and (B infermation contined in the bills pertaining 1o telephone exchanpe
seevive or telephone tol] service secenved by o customer of @ carrier {(except that CPRI does not incluce subsciiber
Lisl indummation b

Cienerally, (CPNE inclindes peréonal information reparding a consumer™s g ol hisoar her relecommunicatinng
services: UPNI encompasses information such as; (a) the telephone numbers called byoa consumer: (b the
bebephene numbers calling a customer, (¢) the time, location and duration of & consumen’s outbound and inbourd
prhertie walls, snd ddy the elecommunications and mfommstion services purchused by o vonsuier,

Call detanl informanion (alan Enown as “eall records™) - carepory of CIND that i particokarly sensisve Trm o
privacy standpoint and that i sought by pretexters. hackers and other wnauthorized entities for iHegltimare
purpeses,  Call detuil includes aby fommution thet pertding e the transmission of o speilic tr:l::pl:un-: vall,
e uding (he number culled (ler oubourd calls), the pumber from which the eall wus plaved (or inboumd culls),
arid the dite, timae, loeatnn and/or duratini of the eall (For all calls),

11, Use wnd Dusclosure ol CENI Is Restricted

Phe Company recopmiies tal O iscludes intormation that is personel sod ipndividually et Goble, wnd e
priviey eomneernd have led Congress and the POC o impose restrictions upon 105 uae and dizelosies, and upon the
provision of access 1o i by individuals or eatities inside and outside the Company.

The Company has desipmgted & CPNI Compliunee Officer who is responsible for {1) communicaling wilh the
Company s atomeys andior consulints regarding CPRI responsibilities, reguircments und  pestrictions) (2)
sopervising the trainmp of Company emplovess and apente who pse or have aceess 1o CENE (3) superviging the
use, disclosure, distribution or access tw the Compamy’s CPNI by independent contractors and joint venture
partners; (4 maintaining reconds regarding The wse of CPNI in marketing campaigns: and (31 receiving, reviewing
and reselving queslitng or issees regirding wse, disclosure, distnbulion or provision of weeess 10 CPRL

Coompany Employees and agents thit may deal with CPAL have bean informed thar thers are substantial federal
restrictions upon CPRI use. distribution and access: [n order to be authorized to use or aceess the Company's
CPN], employees and agents musi regeive irnining with respect 1o the requirements of Section 2232 of the
Commupivations Act snd the FCC's CPNI Rules (Subpart U of Purl 64 of the FCC Rules).

Betore an dgent, independent Conracior ar jHinT veniure parner may receive or b allvwed o dccdss of use the
Company’s CPNL the agent’s. independent contractor’ s of joint venture partner’s dgreement with the Company
st contaln peovisions for the Company and the agent, independent contractor or joine venture partner must enter
inlo an-additivng! cenfdentulity asreement which provides) thet: (4) the geenl. independent conleactor or join
ventre parmer may use the CPNI only far the purpaese for which the CPNL has been provided: (b) lhe agenl,
Independ &nT contractor oF Joint Yenture parmer may not disclose or distribure the UPN] o, of allow access'to the
CPNI I ‘any other patty (anless the agent. indepéadent conlmactor or joint venture partner 15 expresslyand
specifically required 1o do so by a court orderk and (o) the agent, independsat contractor of joint venture partner:
must- implement. appropriate end specific. safeouards seeepuable (o the Company o ensure the confidentislily of
fhe Company’s O™

I Proteetion of CPN]
I, The Compamy mays: after receiving dn epproprizbe wrilken regquest [Fom o customer, diselose ot provide the

custother s LN o the customer by sending 1t to the customer § address-or record.  Any and all such customer
requestss (1) e be made an wriring; (2 musr inclode the cistomer’s corraet billing name and aditreés< and



customer. ‘The Company will disclose CPNI wpon affirmative writlen request by the customer 0 any person
desipnated by the customer. but only after the Compuny cails the customer’s relephone number of record andfor
sends a notification W the customer”s uddress of record 10 verify the accuracy of this noquest.

2 Ihc Unmpany will provide a customer’s phone reconds or other CPFNI to a law enforcement 'apency in
accordance with applicable Jegal requirements.

3. Smcc Decomber 8, 2007, the Uampany retains all customer passwords and “shared seoret” quesion-answer
comhinanons in secure files that may be accessed only by suthorsed Company amplovess who nead axch
inforroion n order 1o authenticate the ientity of cxslomers roguestmyp o=l demi! mfiormation over the relephone.

4. Smuee Dovomber B, 2007, Company emplovees suthenticate all telephone requests for CPRI in the xeme manncr
whether or not the C1NI congiae of call detail information. That 1. Company cmployecs must (3) be famished
the cugomer’s pre-established password (of correct emwors 1o the hack-op “thared secref™ combinations): (b)
wnd the requested informmtion o The cuslomer's poaasl or clacomic “address of record™ (see definition above],”
o () call the covtomer hack a8t the cusomer’s “wicphone nmmber of record”™ (sev Jelinition aboave) with the
requoacd miormranon

5 The Company has adopted & policy thet it docs not and wall not use, disclose or permit access to CPNT by an
affiliate.

6. When an cxisting custamer calls the Company 1o inquire sbout of onder new, additional ar moditied services
{mehound marketing), the Company may use the customer’s CPPNI ather than call detall CPNI o assist the
customer fon the duration of the customer's call if the Company provides the customer with e oral mulice
required by Sections 64.2008(c) and 6420081 of the I'OC's Rules and after the Company suthentivates he
cusluiner,

inee December 8, 2007, the Company discloses or releuses cull detanl infarmation fo customars during customer-
Initiated telephone contacts only when Uie sustomer provides a pre-established password 1 the customer does uol
provide a password, call detadl information ix released only by sending it to the customer's address of record vr by
the carrder calling the cusiomer ul the wlephone number of record.  If the customer s able W provide 1w the
Compuny during o customer-initiated telephone call, all of the call detuil infurmmion pecessary w wddress o
vuslotner service wwsue (e, the relephone number called, when it was called, and, i apphicable, the amount
charged for the eall) without Company assistance, then the Company may take routing customer service actions
related 10 such information. | However, under this circumstance, the Company may not disclose to the customer
any call detail informoetion ubeul the customer account ather than rhe call detail information thut the Gustomer
provides withoul the customer first providing & pascword |

7. the Company has adopted a policy that it does not wnd will not usc, disclose, or permit access to CPNIL in
eonnection with Company-initisted inarketing of services o which 2 customer does not already subscribe from the
Company (out-bound merketing).

8. The Company manmins appropnaie paper andor electronic reconds th silow s cmploycey, independent
vonirsciors and jninT venmire partners to clearly estoblish the stetis of cach customer’s (ot andéor Ope-In
approvals (if any) prior to use of the customer™s CPNL  Thess recande include- (i) the date(s) of any and all af the
customer’s deemad Opt-out spprovaby sndior Ope-in asprovale tesadher with the dates of any modifications or
revocations of sech spprovals: snd (1) the tvpei ) of CPNI use. access disclosure sndior distribulion spproved by
the customer.

9. Hedore a cestomer's CPNI can be wsed in an out-bound marketing acivity or campaign, the Company’s
records mmst be checked w Jetermine the siams of the cemame’s UPNI zpproval.  Company employees,
independent comtractors end jeint venture parmers are required o notify the CPNI Coaiplisnce Officer of umy
BTy, BUCWIESY OF soounity prnhlems they encounter with respect 10 these roconds.

If new, additional or extended approvals are necessary, the (PN Compliance Officer will determine whether the
Company”s "Opt-0ut TPNI Notice™ or “0pt=In CPNI Naotice™ rwst be used with respect 10 virious proposed oui-
bound nurketng scivites.

10, The CPNI Compliance Officer will mainlun & record of cach ou-bound marketing activity or campaign,
incloding: (i) a description of the campuign; (1) the specific CPNT that was used in the campalgn, (i) the dale and
purpose of the cempaiga: and (iv) what products and services were ofTered as part of the campaign.  'his record
shutll b maimuaned for a minimum of one year.



L1, The Company’s emplovess and billing agenls may use CTPNL o minate. render, il and colleer tor
telecommunicanions senvices. The Comipany may ohtain information from oew of axisting customers thar may
comstitute £PN] a5 part of applications or requests for new. additional or modified services, and its emplovees mul
agents may use such customer information (withowt further customer upproval) Lo tnitiale and provide 1he
services, Likewise, U Company's emplovees umnd billing agents may use custbmer seevice and calling records
twithowt customer approvaly: (2] o bl customers for services rendered o them: (h) o investigare and resolve
disputes with customers regarding their bills: and (c) to pursue legal, arbitration, or other processes to collect late
o whipoid Bills Trom customers.

12, The Company's omployecs and agonts mav use UMD without customer appeoval by protéct tHe Company™s
rights or propermy, and 1o protect users and other carmers from fraudulent, abusive or illegal use of {or subseription
tor] the telecommunications service from which the CPMI is derived.

Because allegativns wod imvestigativms of frawd, abuse und llegul use constilute very sensitive malters, any aceuss,
s, diselesure or distnbution of PN pursuunt o thes Section must he expressly approved in advance and in
writing, by the Company's CPN] Compliance Otficer

13 The Company’s emplovees, agents. independent contractors ad joint venture putoers muy NOT use CPNI Lo
ideptify pr trck customiers whe have madecalls 1w, of received culls from, competing camiers,  Nar iy e
Company s ermplovees, wpents, mdependent contractors or joint ventirs parinees nse or discloge CPMN for personal
reasons or i

P Company polley. mandates that files containing CPNT be maintained in o sevure maner such thol they coimol
b used, peeessed, diselobed or disteibuted by unauthoriesd Jedividuals or inoan unoothercaed mamner,

F3. Tuper Nles contaming CPNE are kept in sccure ardas, dnd may oo Be usid, rémaved], or eoped inoan
unanthorecd manner

16, Company emplovess, agents, independent contracties wd joint venlure puriners e eoguined woootily L
CPNI Comnplinnee OfTeer of aiy secess or seclrily problems they cncounler with respeel W Gles combaining
CPML

17, The Clompany may permit 12 cistomers 1o establish online acoounts, but must requine an appropriate password
1o ke formished by the customer before he or she can sceess any CPML o his o her onling acepunt,  Since
Diecember 8 2007, passwords may NOT be based upon readily obtinable biogruphical informotion (e, the
customer™s pame, mothers maden name, secial security nmnber or dute of birthy or neceunl inlormaton (e, e
customer's lelephone number or addness).

18, Sinee Jecember B, 2007, custnmers may abrain an initial or replacement passward: () If they come in person
T the Company's business office. prodice & driver's heense, passport or other government-issued entiflcation
verifying their identity. and correctly answer cemain questions regarding their service wud address; or (i) if they
call a specified Compuany telephone number from their telephone number of record, and then wait dl that number
unlil o Company representutive calls them back und oblgins correet answers to cortath questions regardmg their
service and addresds,

19, Since December 8. 2007, the Company will notify customers immedlately of cerain changes In thele accounts
that may affect privacy or security matiers.

g, 'I'ne types of changes that require immedizte nouticazion inchude: (a) change o requast for changd ot the
customner’ s pasaward: (b) change or requedt for changs of the customer’s address of record; () change or
request for change of any significant lement of the customer’s online account: and {d) 2 change or reguest
for change o the cestomer’s resporsss with respeet to the back-up means of guthentivalion for lost or
forEpiien passwords,

b, The notice may be provided bwr {2} a Company call or voicemail 1o the: customier’s telephone aumber of
record: (b a Company text message 1o the cusiomer’s telephone number of record; or (¢) 2 written notice
mitiled b the customers wddress of record (1o the customer's prior address of record if the chunge ineludes 2
change mn the customer”s gddress of rocord ).

¢ The notice must identifivonly the general tope of change and must not reveal the changed |nformation:



d; The Company cmployee or agent sending the notice must prepare and furnish to the CENI Compliance
Officer & memorandum containing: (a) the name. address of record, and telephione nuinber of record of the
custamer notified: (b 2 copy or the exeet wording of the lexi message, wrilten notice, telephanc message or
viicenail messuege comprising the novce: and (o the date 2nd time that the catice was sent

24, Nince December 8, 20617, the Company mast provide an initial notice w law eaforeement and o subiseyuent
notice 1o the customer if a security breach sesults in e disclosure of the custemer's CIPNT Lo a thied party without
tie custoner’s walherzativn.,

d. Az =oon as practicable (and in no eveént more than seven (7)) days) afer the Company discovers el o
person (without - authorizetion or exveeding zuthorizafion) his intentionally pained seoess o, dsed o
disglesed TP, the Compuny must provide eleciromc notification of such hreach ro the Tnited States Secret
Serviee and to the Federal Hureau of Investigation via a central reporting facility accessed through a link
mamtamed by The FECar hpesfeaww o sovieh/cpni,

21, Sinee December & 2007, the Company will provide customers wath secess o CPND atbitsretall locations (Fthe
vuslomer presents w valid phote 112 and the vahd phota 11 matches the name on the account

L2 Kince December KB, 2007, the Company 1akes reasonable measures 1o discover wd probect againagt aetivity that
i Indicative of pretexting Including requiring Company employecy, agenls, muependent contraclirs and jomt
yenture partners 10 notify the CPNI Complignee: Offiver immedintely by votce, vineemat] or cmatl of: (3) any.
suspicious or unugual call requesting u customer’s call detwl information or ather CEME (neluding a call whers
e culler furnishes un ncorreel password oF ineorrect answer to one or hoth of the “shared dsecret™ question-
answer enmbnmations ) (h) amy suspicions or unusial attempt by an individual to change a customer’s password or
account anfommation (including providing inadequote o inappropriste identilieution or incorreut “wddress or
record.” “relephone number of record” or other significant service informution); () wny aod wll discovercd
ingtanees where access to the Company’s electronic files or dutabuses containing passwords ar C1PN1 was denied
dlue 1 e provisien of ipeorreel loging andior passwords; and (d) any complaine by a customer of unauthorni zed or
insprroprinle use or diselosuare of hic orher CENL The CPRI Compliance Oftleer will vequest further information
i writing, and investipate orsupervise the investigation of, any incident or group of incideits Qul reusonubly
appear W0 entail pretexting

23, Compuny wid 1 authorized emplovees may wse CPNL o provide call locatlon infarmation regarding mohile
wsers i cerluin emerpency siluations, xgept inoan unforeseen emergency involving & substantial threat o human
life ar safcty, any and-all use or provision of CPNI under this category niust involve the specific types or
catepories of emergencies listed i witng by the Company’s CPNI Compliance OfTieer.

IV, CPRI Complinnee Offieer

I wddition 1w the specific mutters required 1o be reviewed and approved by the Campany's CPNT Compliande
Ufficer, cmployecs and agents, independent contractors and joint venture parners are strongly encowraged to bring
any and all other guestiong, issuee or uncertainties regarding the use, discloswre, or wecess o CPNT W the witenlion
at“the Company's CPNI Compliance Officer for appropriate investigution, review wul guidinee. The extenl to
which & particular employee or agent brought o CPNT mutter Lo the uttention of the CPMI Complignce Officer and
seceived approprivte guidines is o matensl consuderation m any disciplinary action brought against the emploves
ar dgenl for impermissible gse, disclosure or access o (PN

V. Dhsciplinary Procedures

The Compuny has informed ity employess and agents. independent conmractors and joint venture: pactners thar it
considers: complinee with the Communications Aet and FUC Rules reganding the use, disclosure. and accessto
CENL to be very imporant

Violation by Company emplosees or spents of suth CPNI reguirements will lead to disciplinary action {inc luding

remmgilial lraiming: reprimands. unfgvorahic performance raviews. prabation. and termination). depanding upon the

circumstances of the vinlation (including the severity of the violation whether the violation was a first time or

repeat vinlation, whether appropriste guidance was sought of reveived from the CENI Complianes Offiver, and the.
extent to which the ¥iolation was or wis not deliberite o malicious).

Wiolulion by Compuny independent contraciors or joint vennire partners of such CPNI reiquirements will lead to
prompt dizeiplinary action (up 1oand including remedial raining and termination of the contract),



